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M. Kucharski to report)

B. Heal t h System Response to the APA Audit
and Managenent Letter (Ms. Deily to
i ntroduce Ms. Barbara Bal dw n, Chi ef
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Information Oficer for the Medical Center,

Ms. Baldwin to report)



UNI VERSI TY OF VIRG NI A
BOARD OF VI SI TORS AGENDA | TEM SUMVARY

BOARD MEETI NG January 31, 2003
COW TTEE: Audi t

AGENDA | TEM | nf ormati on Report
ACTI ON REQUI RED: None

BACKCGROUND: The Auditor of Public Accounts of the Commonweal th
conducts an annual audit of the University and the Health System
and reports to the Board at the January neeting on his findings.
Ms. Deily will introduce the Auditor, M. Walter Kucharski, who
will report. The Health Systemw || respond to the Auditor’s
Audit and Managenent letter.




HEALTH SYSTEM DI VI SI ON

Reconmendati on: Continue Security Initiative Over Critical
| nformati on Systens and Network

The Health Systens Conputing Services (HSCS) continues its
initiative to enhance security over the Health System s network
of information systenms. As custodian over data resources that
are vital to the Health Systenmi s operations, HSCS nust i npl enent
and mai ntain strong security controls that adequately safeguard
the Health Systemis information resources and, as inportantly,
protect the privacy of its patients. The Federal Health

| nsurance Portability and Accountability Act’s Privacy Rule,
effective April 2003, hei ghtens awareness of the need for strong
i nformation security policies and procedures along with
accountability of staff accessing patient information.

To increase security within the entire information systens

envi ronnment, managenent devel oped a conprehensive security
strategy. Initially managenent, with the aid of a security
consul tant, conducted a risk analysis and vulnerability
assessnment. The security consultant conpleted their assessnent
and made recomendati ons in May 2000.

The assessnent addressed several vulnerabilities in the Health
Systenmi s network security system After correcting the nost

vul nerabl e network concerns, management began devel opi hg a

conpr ehensi ve, ongoing information security program The
program enconpasses the review and devel opnent of information
security policies, devel opnent and adm nistration of a new “nore
secure” network, and nonitoring the access of sensitive data.

The new “nore secure” network has been installed. The network
i ncl udes i nproved physical security, enhanced authentication
procedures, encryption of data communi cations for users outside
t he network, and stronger prevention of unauthorized network
access fromoutside the Health System s networKk.

Heal t h Systens Conputing Services has begun noving its nore than
5,000 network users to the new the secure clinical subnet. They
will initially mgrate the Medical Center, consisting of
University Hospital, Primary Care Cinics, and West Hospital, by
April 2003. Afterwards, renote centers such as Northridge,
Orange, etc. will be mgrated by the end of the cal endar year.



HEALTH SYSTEM DI VI SI ON, conti nued

Further, Health System managenent i s conducting an ongoi ng
review of policies in cooperation with the University’s
Department of Information Technol ogy and Communi cation and under
the direction of its Director of Information Services and
Security. Also, the Health Systenis Corporate Conpliance Ofice
has begun a programnonitoring staff access of patient data.

Managenment should continue with the devel opnent and
i npl enent ati on of the conprehensive, on-going information
security program

Managenent Response: Managenent concurs. The nedical center
consisting of the University Hospital, Primary Care Cinics, and
West Hospital, will be mgrated to the secure clinical subnet by
April 2003. Renote centers such as Northridge, Oange, etc.

will be mgrated as funding allows, by the end of the cal endar
year.




