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Social Security Number Inventory and Remediation Plan
The University policy on Protection & Use of Social Security Numbers (SSNs) (Dec. 2007) classifies SSNs as highly sensitive data and requires that SSN use be inventoried and remediated.

Phased Compliance Strategy
Effective immediately all newly created records and record systems must comply with this policy. (See Request for Approval to Use Social Security Numbers if you need to start using SSNs in a new way.) Because of the magnitude of effort, the University of Virginia has adopted a phased approach for implementing this policy for pre-existing records and record systems. 

All schools, departments, divisions, and business units are responsible for implementing required record and record system modifications.

1. By July 1, 2008 each school, department, division, and business unit must identify all records and record systems under their purview that use SSNs, develop a remediation plan, and obtain approval of the plan from the SSN Initiative Team.

2. By July 1, 2009 each school, department, division, and business unit must complete implementation of its approved remediation plan.

Understand that the goal of the policy is to eliminate use wherever possible, and that approval to retain SSNs will be intentionally limited. The need for a unique identifier is not by itself sufficient justification for use of SSNs. SSN use is only appropriate where there is no feasible or legal alternative. University ID numbers are in ISIS, the Information Warehouse, the Integrated System, and they will be in the new student system; interface and conversion tools are available where appropriate.

Following are templates useful for completing the report due July 1, 2008 by identifying and inventorying SSN use and planning for remediating and reducing such use in your unit. You are free to adapt these templates to your unit’s particular needs and/or use formats of your own choosing, as long as sufficient information is provided to enable the reviewing group to evaluate your plans. You may attach supporting documentation as appropriate. See Remediation Guidance Document for Departments for an overview of the entire compliance process; related FAQs are here.
Please submit your SSN Number Inventory and Remediation Plan to the SSN Initiative Project Management Team, c/o Brian Davis, VP/CIO’s Office, Box 400217 before July 1, 2008. A group consisting of the project management team and, as necessary, senior University administrators will evaluate your plan. Notification of approval or disapproval of your plan will be sent in a timely manner (note: review of plans received close to the July 1, 2008 deadline will be slower due to increased demand). Please direct any questions to ssn-initiative@virginia.edu.

Version Note: 1.1 added reference to Identity Finder software.

List of Included Templates
SSN Identify and Inventory
1. SSN Data Inventory Worksheet

2. SSN/Credit Card Data Machine Scanning Tracking Sheet 

3. Tracking Sheet for Identified SSN Usage

4. Tracking Sheet for Credit Card Information and Protected Health Information Data

SSN Remediation Plan
Signature Page


SSN Identify and Inventory

It is recommended that you establish a team leader for this project within your department and work to inform and educate department members about the need to review and likely change processes.

Review each of your departmental information systems – both electronic- and paper-based – identifying where you

· solicit or collect SSNs

· store SSNs

· use SSN as an account number or identifier

· use SSNs in interactions with other systems at the University

· share SSNs with third parties outside the University

· have archived or other “old” records that include SSNs

· display SSNs on any documents or screens

· include SSNs on any mailed documents

· transmit SSNs over the Internet or through other data connections (including fax)

· send SSNs in e-mail

· store items with SSNs in a document imaging system

Look at the above list and note that processes, not just specific spreadsheets or forms, are being inventoried. For example, for a particular student transaction in your unit, staff may collect SSNs on forms, other staff may key the information into a database, faculty may review the data on screen or by printed report, the data may be shared with a school or a reporting entity, the completed paper forms may stored in file cabinets (or a document imaging system), the database may be backed up nightly and older data may be archived to CD-ROM. The SSN use at each point must be identified in preparation for eliminating or reducing and securing its use at each point.

This review can be enhanced by the use of software designed to scan computers for SSNs and other types of sensitive data. This can be particularly useful to confirm that individual workstations and laptops are clear of unmanaged sensitive data. UVa has purchased a bulk license to provide copies of such software called Identity Finder for all faculty and staff <http://www.itc.virginia.edu/security/identityfinder/>. Another such product that ITC has made available is Spider, a free, open source product created at Cornell University <http://www.itc.virginia.edu/security/spider/>. Note: Given the historical ubiquity of SSN data at the University, it is expected that most units will find SSNs on most of their faculty and staff computers and in most of their file cabinets.

As long as the unit is expending significant effort to scan computers and review unit processes anyway, it should also review the presence of other legally protected data, such as protected health information (HIPAA) and credit card information (PCI). These data already must be secured by policy and will be subject to the University’s forthcoming “Data Protection Standards for Highly Sensitive Data,” an adjunct to the forthcoming Data Classification policy <http://www.virginia.edu/ssninitiative/policies.html>. Spider (and similar products) can scan for credit card information as well as SSN.

Inventory Worksheets

Instructions
· Use the SSN Data Inventory Worksheet template to collect information from faculty and staff about SSN usage in your unit. You may adapt it to fit the department’s needs. If there are more than a few people in your unit, you will probably use multiple copies of this document to collect information from various sources. These documents do not necessarily have to be turned in as part of the final report, as another template is designed to allow you to collate and track this information.
· Use the SSN/Credit Card Data Machine Scanning Tracking Sheet template to track the scanning of individual machines for SSNs (e.g. with Spider or a similar product). You may adapt it to fit the department’s needs (additional columns, convert to spreadsheet, etc.). This template may also be used for the sustaining phase of the initiative, as you periodically scan machines for new instances of SSN storage.
SSN Data Inventory Worksheet

Respondent Name: 












Respondent Email: 





Date: 





Do you use any paper forms or electronic systems or any other means to…

	YES/NO
	(Please extend lists as necessary.)
	Electronic/paper/other

	
	solicit or collect SSNs?

Examples: paper or electronic forms; over the counter or phone ID validation


	

	
	store SSNs?

Examples: paper files in cabinets; electronic database


	

	
	use SSN as an identifier?

Examples: account number; key field in a database; look-up field in a database


	

	
	use SSNs in interactions with other systems at the University?

Examples: send a feed to ISIS; send a departmental spreadsheet to the dean’s office


	

	
	share SSNs with third parties outside the University? 

Examples: receive standardized test scores; send compliance documents to the state or federal governments; process loans or vendor payments; share research data with collaborators or grantors


	

	
	have archived or other “old” records that include SSNs? 

Examples: file cabinets with old grade reports and class rolls; research data (including subject payment information); employee work profiles and annual reviews in print and on hard drives; data CD or DVDs; back-up drives and tapes


	

	
	display SSNs on any documents or screens? 

Examples: electronic reports; printed reports; spreadsheets; database views; forms


	

	
	include SSNs on any mailed documents? 

Examples: letters to students, employees or patients regarding their status, accounts, benefits, etc.; transcripts


	

	
	transmit SSNs over the Internet or through other data connections (incl. fax)? 

Examples: exchange data sets via FTP/HTTP/P2P; host online databases; fax completed forms or reports to other units or entities


	

	
	send SSNs in e-mail? 

Examples: exchange information with University colleagues when helping a student; request ID validation; request information to assist with look-up; send/receive reports and files


	

	
	store items with SSNs in a document imaging system? 

Examples: ImageNow; electronic back-ups of paper files


	


SSN/Credit Card Data Machine Scanning Tracking Sheet
	Computer Name/Designation
	Computer Location
	Primary User 
	Date Scanned
	Scanned By
	Sensitive Data Found (Y/N)
	Date Sensitive Data Removed
	Removed By

	1. 
	
	
	
	
	
	
	

	2. 
	
	
	
	
	
	
	

	3. 
	
	
	
	
	
	
	

	4. 
	
	
	
	
	
	
	

	5. 
	
	
	
	
	
	
	

	6. 
	
	
	
	
	
	
	

	7. 
	
	
	
	
	
	
	

	8. 
	
	
	
	
	
	
	

	9. 
	
	
	
	
	
	
	

	10. 
	
	
	
	
	
	
	

	11. 
	
	
	
	
	
	
	

	12. 
	
	
	
	
	
	
	

	13. 
	
	
	
	
	
	
	

	14. 
	
	
	
	
	
	
	

	15. 
	
	
	
	
	
	
	

	16. 
	
	
	
	
	
	
	

	17. 
	
	
	
	
	
	
	

	18. 
	
	
	
	
	
	
	

	19. 
	
	
	
	
	
	
	

	20. 
	
	
	
	
	
	
	

	21. 
	
	
	
	
	
	
	

	22. 
	
	
	
	
	
	
	

	23. 
	
	
	
	
	
	
	

	24. 
	
	
	
	
	
	
	

	25. 
	
	
	
	
	
	
	


Tracking Sheet for Identified SSN Usage

Enter each process or system utilizing SSNs identified on your SSN Data Inventory Worksheets in the table below. Indicate those items for which SSN can be eliminated and those for which you plan to continue SSN. Indicate all your remediation plans for eliminated uses on the SSN Remediation Plan (below). For each continued use, fill out a Request for Approval to Use Social Security Numbers.
	Process/System
	Owner/Contact
	Eliminate Use
	Continue Use

	1. 
	
	
	

	2. 
	
	
	

	3. 
	
	
	

	4. 
	
	
	

	5. 
	
	
	

	6. 
	
	
	

	7. 
	
	
	

	8. 
	
	
	

	9. 
	
	
	

	10. 
	
	
	

	11. 
	
	
	

	12. 
	
	
	

	13. 
	
	
	

	14. 
	
	
	

	15. 
	
	
	

	16. 
	
	
	

	17. 
	
	
	

	18. 
	
	
	

	19. 
	
	
	

	20. 
	
	
	

	21. 
	
	
	

	22. 
	
	
	

	23. 
	
	
	


Tracking Sheet for Credit Card Information and Protected Health Information Data
Please indicate the processes and systems in which you found credit card information and protected health information. Please do NOT include this information in your SSN Remediation Plan or fill out an Approval for Use form. This information will be used to update our previous efforts to identify this material.  

	Process/System
	Owner/Contact Name
	Owner/Contact Email Address

	1. 
	
	

	2. 
	
	

	3. 
	
	

	4. 
	
	

	5. 
	
	

	6. 
	
	

	7. 
	
	

	8. 
	
	

	9. 
	
	

	10. 
	
	

	11. 
	
	

	12. 
	
	

	13. 
	
	

	14. 
	
	

	15. 
	
	

	16. 
	
	

	17. 
	
	

	18. 
	
	

	19. 
	
	

	20. 
	
	

	21. 
	
	

	22. 
	
	

	23. 
	
	

	24. 
	
	

	25. 
	
	

	26. 
	
	


SSN Remediation Plan

For each SSN usage identified for elimination on the Tracking Sheet for Identified SSN Usage, please describe your remediation plan below. Extend the form as needed.

	SSN Usage to be Eliminated
	Remediation Plan

	[EXAMPLE – may be deleted from final report]

Departmental Student Transaction ABC involving paper form and departmental database
	a. Replacement: The database will be converted to use University ID number rather than SSN as the key. The form will be updated to ask for University ID number. 

b. By when: the change will be made during summer 2008 to be ready for the fall 2008 use.

c. How handle historical data (back ups, archives, paper files): Paper copies of the forms are disposed of annually; the last batch with SSNs will be securely shredded in June 2009. The database backups are done on daily, weekly and monthly cycles; the backups containing SSN data should cycle out 6 months after the conversion, and the tapes will be securely destroyed.


	[EXAMPLE – may be deleted from final report]

SSN storage on individual machines (i.e. old grade sheets, old administrative reports)
	a. Replacement: SSNs will not be stored on local machines other than those explicitly approved (see attached form).
b. By when: We have scanned all machines in our department and begun removing non-approved data. All such data will be removed by 12/21/08; machines used regularly by those handling personal data will be re-scanned periodically (frequency based on risk).
c. How handle historical data (back ups, archives, paper files): This data will cycle out of backups within 6 months of 12/21/08 as described above.


	1. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	2. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	3. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	4. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	5. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	6. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	7. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)



	8. 
	a. Replacement

b. By when

c. How handle historical data (back ups, archives, paper files)


Prepared by: Administrative Contact


Name: 






Title:







Signature:





Date: 





Prepared by: Technical Contact


Name: 






Title:







Signature:





Date: 





Approved by: Unit Head


Name: 






Title:







Signature:





Date: 
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