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Request for Approval to Use Social Security Numbers

The University policy on Protection & Use of Social Security Numbers (SSNs) (Dec. 2007) classifies SSNs as highly sensitive data and requires that 1) any new use of SSNs be subject to prior approval, and 2) justification for any continuing use be submitted for approval by July 1, 2008.
Although SSNs must be collected for selected business functions, such as meeting Federal requirements to produce W-2 tax forms and financial aid reporting, the University will be altering other business functions to use University ID numbers in place of SSNs wherever possible. Understand that the goal of the policy is to eliminate use wherever possible, and that approval to retain SSNs will be intentionally limited. The need for a unique identifier is not by itself sufficient justification for use of SSNs. SSN use is only appropriate where there is no feasible or legal alternative. University ID numbers are in ISIS, the Information Warehouse, the Integrated System, and they will be in the new student system; interface and conversion tools are available where appropriate. See the final page of this document for the limitations on SSN use outlined in the University policy.

Please submit your request for SSN use approval to the SSN Initiative Project Management Team, c/o Brian Davis, VP/CIO’s Office, Box 400217. Please submit a separate form for each discrete business process or legal requirement; attach supporting documents as necessary. A group consisting of the project management team and, as necessary, senior University administrators will evaluate your request. Notification of approval or disapproval of your request will be sent in a timely manner (note: review of requests received close to the July 1, 2008 deadline will be slower due to increased demand). Please direct any questions to ssn-initiative@virginia.edu.

1. A statement of your business need and/or legal requirement:

2. An explanation of why University ID numbers or computing IDs are not feasible alternatives for this need:

3. A description of the process you employ to meet this need, including an indication of any software used:

4. A list of personally identifying data elements used in conjunction with SSN as part of the process (e.g. name, date of birth):

5. An information flow/workflow diagram for the process that supports and/or meets the need described in number 1 above, including all points at which SSNs are:

· solicited or collected (e.g. from individuals, ISIS feeds, Information Warehouse reports)

· loaded into a system and/or software

· used in interactions with other systems at the University

· shared with third parties outside the University

· backed up or archived 

· displayed on any documents or screens (including printed reports)

· included on any mailed documents

· transmitted over the Internet or through other data connections (including fax)

· sent in e-mail

· stored in a document imaging system

6. A statement that indicates the specific manner in which SSN data move between individuals and/or entities during this process (both electronically and non-electronically) (e.g. network transfer using SSL or SFTP; paper records transferred):

7. A statement that describes how and where SSNs are stored as part of this process (both electronically and non-electronically, including current data, backups and archives):

8. A statement that describes the measures employed to secure the stored SSN data (both electronically and non-electronically) (e.g. two-factor authentication for access, storage on a server behind a customized hardware firewall; locked, limited-access filing cabinets; backups encrypted):
9. A statement that describes how transactions and log-in validation are logged and/or audited in systems using SSNs in this process:

10. A description of the number and role of individuals with access to SSNs at each stage in this process:

11. A copy of the procedures for adding or removing access privileges to SSN data for individuals who arrive, depart or change roles:

12. A copy of the protocol employed for testing upgrades for the systems and/or software using SSNs in this process:

13. A copy of the contract for any purchased database management software and/or systems that make use of SSNs in this process:

14. If this process involves the direct collection of SSNs, a description of how individuals who are asked to supply SSNs are informed 1) whether they are legally required, or may refuse, to supply the SSN, and 2) of any specific consequences of providing or not providing the information:
15. A description of the secure disposal procedures of all electronic and non-electronic records from this process that contain SSNs:
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The Protection & Use of Social Security Numbers (SSNs) (Dec. 2007) policy statement (see link for full policy):
The University of Virginia collects and maintains SSNs of students, faculty, staff, alumni, patients, applicants for admission, vendors, visitors and other constituencies in approved business processes and as required by law.  The University classifies SSNs as highly sensitive data and will:

· handle this information with a high degree of security and confidentiality and in compliance with University policies, regulations, and laws;

· collect and store SSNs only when they are essential for approved business processes or to meet legal requirements, such as the generation of W-2 tax forms;

· inform individuals who are asked to supply SSNs whether they are legally required, or may refuse, to supply the SSN, and also of any specific consequences of providing or not providing the information.

· display SSNs on online screens, reports, and other forms of presentation, or otherwise provide copies of SSNs, only to those authorized to view this information and only when needed for an approved purpose;

· authorize the fewest number of people possible to access SSNs in both electronic and non-electronic form;

· maintain an accurate inventory of records that contain SSNs; 

· dispose of electronic and non-electronic records containing SSNs in a responsible manner that minimizes the risk of unauthorized access, in accordance with the University's Electronic Data Removal Policy and Records Retention and Disposition Policy, e.g. shred paper records on which SSNs are printed;

The University will NOT:

· print SSNs on identification cards or badges or include SSNs in magnetic strips or bar codes; 

· use SSNs as the account numbers or identifiers for individuals in new electronic or non-electronic records or record systems unless needed for an approved purpose or required by law. 
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