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	DECEDENT RESEARCH WITH PHI
WAIVER OF HIPAA AUTHORIZATION APPLICATION



	For HSR office use only

Receipt Date:       


	PI Name:       

	Protocol Title:       

	HIPAA CRITERIA (45CFR164)


	1.  Will you be collecting information on deceased individuals and record the information with any HIPAA identifier?

See Appendix A for list of HIPAA identifiers

 FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO

IF YES list the HIPAA identifiers you will record:       
IF NO- this form is not needed.  



	2.   If this project has a sponsor, will the sponsor be coming to UVA to monitor this project?


 FORMCHECKBOX 
    NA no sponsor      FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO



	2a.   If YES will the monitor see any HIPAA identifiers?
 FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO

IF YES list the HIPAA identifiers they will see:       


	3.  Do you plan to disclose the health information outside of UVa with any HIPAA identifier collected? 

 FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO

IF YES,  list the HIPAA identifiers they will see:       
IF YES, to whom will you disclose? Check all that apply
 FORMCHECKBOX 
  Sponsor

 FORMCHECKBOX 
  Central Registry

 FORMCHECKBOX 
  Colleagues outside of UVa

 FORMCHECKBOX 
  Other specify      



	4.  Provide a brief description of the health information you need to access.
Health information includes items like diagnosis, hematology lab results, MRI results.  Health information does not refer to the HIPAA identifiers such as name, medical record #, full dates, initials that might be affiliated with the health information.
     

	5.  Explain why the research could not practicably be conducted without a waiver of consent.

Do not change this answer.

This project involves the review of health information from deceased individuals.  Obtaining consent is not feasible.  

	6.  Explain why the research could not practicably be conducted without access to the identifiable data (health information and HIPAA identifiers). 

Do not change this answer 

The data cannot be evaluated without access to both the health information and the HIPAA identifiers.  



	PRIVACY PLAN

	1.  Describe your/central registry’s plan to protect the identifiable data from improper use and disclosure.  Do not change this answer
Health information may be stored with HIPAA identifiers.

Specimens will be stored with or without HIPAA identifiers depending on security measures in place (see below).



	
	1a.  Will any of the data be stored electronically at UVa?

 FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO

►IF YES, where will it be stored? 

 FORMCHECKBOX 
    a Health Systems Computing Services (HS/CS) managed server that is configured to store data regulated by HIPAA,

 FORMCHECKBOX 
   an Information Technology and Communications (ITC) managed server that is configured to store data regulated by HIPAA,

 FORMCHECKBOX 
   a server managed by the principal investigator’s department or school that is configured to store data regulated by HIPAA .  The Principal Investigator should verify with their department that the server they plan to use is configured to store data regulated by HIPAA. 




	
	1b.  Will any of the data be stored in hard copy format at UVa(e.g.- on paper) ?  

 FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO

►IF YES, where will it be stored? 

 FORMCHECKBOX 
   case report forms will be stored in a secure area with limited access. 

 FORMCHECKBOX 
  questionnaires/ surveys will be stored in a secure area with limited access. 

 FORMCHECKBOX 
   other -specify:      


	
	1c.    The following procedures will also be followed. 

· Only investigators for this study and clinicians caring for the patient will have access to the data.  They will each use a unique log-in ID and password that will keep confidential.  

· If specimens stored:  The following security precautions will be implemented for specimens stored at UVa: 

· Specimens will be stored in a locked freezer/ or locked room

Choose only one of the following options: 

 FORMCHECKBOX 
 Access to the freezer/room will be limited to study personnel

 FORMCHECKBOX 
 Specimens will be stored with a code and no HIPAA identifiers

· Each investigator will sign the University’s Electronic Access Agreement available at http://www.itc.virginia.edu/policy/form/eaa.pdf and forward the signed agreement to the appropriate department as instructed on the form.

If you currently have access to clinical data it is likely that you have already signed this form.  You are not required to sign it again. 

· UVa Institutional Data Protection Standards will be followed

http://itc.virginia.edu/security/dataprotection
· If identifiable data (data with health information and HIPAA identifiers) is transferred to any other location such as a desktop, laptop, memory stick, CD etc. the researcher must follow the ITC Policy “Electronic Storage of Highly Sensitive Data”.http://itc.virginia.edu/security/highlysensitivedata/
· If the HIPAA identifiers and health information are combined on an additional computer off UVa premises, the researcher will follow the UVa  "Guideline for Safeguards When Removing PHI Off- Premises for Work"  https://www.healthsystem.virginia.edu/intranet/privacyoffice/Policies/PHI_Off_Premises.doc
· The data will be securely removed from the server, additional computer(s), and electronic media according to the University's Electronic Data Removal Policy. https://etg07.itc.virginia.edu/policy/policydisplay?id=IRB-004
· The data may not be analyzed for any other study without additional IRB approval. 



	2.  Describe your/central registry’s plan to destroy the HIPAA identifiers at the earliest opportunity consistent with the conduct of the research.  Check one option below
 FORMCHECKBOX 
 NA- the identifiers will not be destroyed.  The identifier will be needed to be able to continue to add data in the future.  This option is only allowed if this is a database protocol. 

 FORMCHECKBOX 
 The HIPAA identifiers (except full dates and or address information if needed) will be destroyed as soon as all data analysis is complete. 

 FORMCHECKBOX 
 The HIPAA identifiers (except full dates and or address information if needed) will be destroyed as soon as all publications are complete. 

This wording would allow the researcher to keep HIPAA identifiers until all queries/ request for additional information from publisher are addressed

 FORMCHECKBOX 
 the HIPAA identifiers will be destroyed after approval from the sponsor has been received to destroy the records. 



	3.  Do you confirm that you will not reuse the identifiable data (HIPAA identifiers or health information) or disclose any of this information to any other person or entity, except as outlined in this protocol, except as required by law, for authorized oversight of the research study, or use it for other research unless approved by the IRB-HSR?  

This means that after this study is closed at UVa:


1. You cannot contact the subject by any method (you cannot call them, send a letter, talk to them in person about the study, etc) without additional IRB approval

2. You cannot use the data for any research that is not already described in your IRB protocol without additional IRB approval (if you change your hypothesis you must modify your protocol) 

3. You cannot share your research data with another researcher outside of your study team without additional IRB approval

4. Any health information with HIPAA identifiers will be shredded or discarded by using recycling bins for confidential material found in clinic settings.  For large item disposal of confidential material contact Environmental Services at 2-4976 or University Recycling at 2-5050. 
 FORMCHECKBOX 
  YES       

	


	CONTACT INFORMATION

	Contact Name:       
(this is the person who will receive the copies)  
	Phone Number:      

	E-mail address:       
	Messenger Mail:      

	ROUTE FOR RETURNING APPROVAL

	 FORMCHECKBOX 
  Return reply in messenger mail

	 FORMCHECKBOX 
  I will pick up reply at Davis pick-up box

	 FORMCHECKBOX 
 I will pick up reply from Morton Drive

	Comments:      


	If a reply is not picked up within 5 weekdays the reply will be sent to contact via Messenger Mail.


INSTRUCTIONS AND INFORMATION
Submit this form to the IRB-HSR to obtain IRB approval to collect information from  medical records for deceased individuals along with a HIPAA identifier.  
Once you obtain IRB approval submit it to medical records to obtain the records needed.  

Appendix A:  HIPAA Identifiers
	1.  Name

	2.  All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of the zip code if, according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same 3 initial digits contains more than 20,000 people and (2) The initial 3 digits of a zip code for all such geographic units containing 20,000 is changed to 000. 

	3.  All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.

 [This means you may record the year but not record the month or day of any date related to the subject if the subject is under the age of 89.  In addition if the subject is over the age of 89 you may not record their age and  you may not record the month, day or year of any  date related to the subject ] 

	4.  Telephone numbers

	5.  Fax numbers

	6.  Electronic mail addresses

	7.  Social Security number

	8.  Medical Record number

	9.  Health plan beneficiary numbers

	10.  Account numbers

	11.  Certificate/license numbers

	12.  Vehicle identifiers and serial numbers, including license plate numbers

	13.  Device identifiers and serial numbers

	14.  Web Universal Resource Locators (URLs)

	15.  Internet Protocol (IP) address numbers

	16.  Biometric identifiers, including finger and voice prints

	17.  Full face photographic images and any comparable images 

	18.  Any other unique identifying number, characteristic, code that is derived from or related to information about the individual (e.g. initials, last 4 digits of Social Security #, mother’s maiden name, first 3 letters of last name.)

	19.  Any other information that could be used alone or in combination with other information to identify an individual. (e.g. rare disease, study team or company has access to the health information and a HIPAA identifier or the key to the code . )
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