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OBJECTIVE:

To describe the maintenance and security of IRB-HSR records including hard copy files and information stored electronically in the administrative offices of the Institutional Review Board for Health Sciences Research (IRB-HSR) at the University of Virginia.  This AG includes information including the contents of files, security, storage and destruction of IRB-HSR documents. 

BACKGROUND:

Hard copy and electronic versions of IRB-HSR files must be managed for retention according to polices of the Library of Virginia and the University Records Management Office and then destroyed in compliance with the Virginia Public Records Act.  (VA Code 42.1-85)

DEFINITIONS

According to the State of Virginia Public Records Act  ( § 42.1-77)."Public record" or "record" means recorded information that documents a transaction or activity by or with any public officer, agency or employee of an agency. Regardless of physical form or characteristic, the recorded information is a public record if it is produced, collected, received or retained in pursuance of law or in connection with the transaction of public business. The medium upon which such information is recorded has no bearing on the determination of whether the recording is a public record. 
For purposes of this chapter, "public record" shall not include non record materials, meaning materials made or acquired and preserved solely for reference use or exhibition purposes, extra copies of documents preserved only for convenience or reference, and stocks of publications. 

PROCEDURE:

Protocol/Grant Files:
File Contents:  All incoming IRB-HSR research protocols and grants will be placed in a folder and filed according to the assigned submission or protocol/grant number.  If applicable, protocol files will contain copies of approved consent documents and other supporting materials to the protocol (e.g. investigator brochures, sponsor’s protocols).  Protocol files will contain any requests to continue or modify the original protocol and reports of protocol deviations or adverse events submitted by the researcher.  Grant files will contain any requests to continue the grant and if applicable annual updates.  Any meaningful correspondence between IRB-HSR staff members and researchers will also be printed and placed in the file.  Documents requiring original signatures will be placed in the file.  

File Storage: Files are kept within file cabinets located in the administrative offices of the IRB-HSR.   Certain closed files will be stored off site.  See Appendix A for procedures for off site storage. 

File Security:  The IRB-HSR office suite is locked during non-business hours.  

File Destruction:  Approval to destroy the files must be obtained from UVa Records Management prior to destruction.  See Appendix B for procedures to destroy files.  

Scanned Electronic Files

File Contents:  Certain files, including Exempt, Coded and Non Engaged documents will be scanned on the IRB-HSR office copier/scanner and saved only in electronic format on the U drive for record keeping.  All documents within the hard copy file will be scanned.  These files do not include any PHI (protected health information). Documents will be kept in the U drive under IRB/ IRB-HSR/ Current Protocol and Consents and then under the appropriate review type.  Files will be titled with the IRB#.

File Storage:  Certain files will be stored electronically on computers in the IRB-HSR offices. The VPR has contracted with the university’s Instruction, Technology and Computing group (ITC) to perform backup of files on the VPR U drive on a nightly basis.  The records are stored by ITC on servers that are backed-up at regular intervals and are covered under disaster recovery policies and procedures.  Back- ups of records are stored off site of the IRB-HSR offices. Quality Control of files kept only in electronic format will be done per AG 5-9.
File Security: Electronic files are kept on password protected computers. 

File Destruction:  Once saved electronically the hard copy file may be destroyed using UVa recycling.  The electronic copy will be kept for 10 years. Approval to destroy the files must be obtained from UVa Records Management prior to destruction.  See Appendix B for procedures to destroy files.  

IRB-HSR Database:

Database Content:  The Institutional Review Board for Social and Behavioral Research (IRB-SBS) and the IRB-HSR share a database program.  This database contains critical information about the review process for all research protocols.  

File Storage and Security:  The VPR has contracted with the university’s Instruction, Technology and Computing group (ITC) to perform backup of this database on a nightly basis.  The records are stored by ITC on servers that are backed-up at  regular intervals and are covered under disaster recovery policies and procedures.  Back- ups of records are stored off site of the IRB-HSR offices.  The database itself is stored (and secured) by Microsoft's SQLServer using a standard Windows Security Model that supports role-based permissions (e.g. investigator, IRB administrator, etc) which allow users to access and use the database based on the roles they have been assigned (e.g. read-only, read-and-write, etc).  Access to the database is password protected.  All users are required to have an active university computing ID and passwords are approved and assigned by computer personnel under the VPR.

Miscellaneous Documents

File Content:  The IRB-HSR is required by federal regulations to maintain other documents including IRB HSR Meeting Minutes.  Besides protocol and grant files other documents meet the state definition of a Public Record including:

Quality Control Documents, 

IRB notifications regarding determinations of non- human subject, coded research and non engaged in human subject research.  

IRB member and staff training documents

Current versions of Standard Operating Procedures, IRB-HSR Research Guidance, IRB-HSR Member Guidance, Administrative Guidance Documents
File Storage and Security:  Files reside in file cabinets located in the administrative offices of the IRB-HSR.  The IRB-HSR office suite is locked during non-business hours.

File Destruction:  The documents will be kept as long as required by regulations and or according to other IRB-HSR AG’s.  Approval to destroy the files must be obtained from UVa Records Management prior to destruction.  See Appendix B for procedures to destroy files.  

DOCUMENTATION:

Documentation of backups for the IRB database and electronic files is kept by ITC.

Documentation of approval of destruction of files is kept in the IRB-HSR office. 

Other documents are kept in hard copy in the IRB-HSR office. 

REFERENCES:

VA Code 42.1-85
Appendix A:  Off Site Storage of IRB-HSR Files with Security Business Archives (SBA)

To Send Boxes to SBA
1. Put files that have been closed > one year ago in the banker boxes.  

2. Write the range of date closures (month/ year) on the outside of the box)

3.  When all boxes ready- go to SBA website at www.infokeeper.com
4. Log on- see Administrative FAQ:  Storage of IRB-HSR Files Off Site for log on info

5.  From the Main Menu click on ADD BOXES
6.  Enter the Box Barcode # for the new box.  Hard copies of new Barcode #’s to use are located in the IRB-HSR SBA notebook found in the IRB-HSR office # 10- in the top drawer of the stand alone 2 drawer file cabinet.  File is labeled “Security Business Archives”.  

7.  Under Description enter a description of the contents of the box.  Enter the month and year the files were closed followed by the IRB #’s of the files in the box. For Grants- place a G in front of the IRB #.  

8.  Click on “ SAVE BOX AND ADD FILES”.  This is done to allow you to record each file individually in the SBA system.  

9.  The barcode number of the box will appear.  Under “DESCRIPTION” individually enter the IRB# of ONE protocol/ grant in the box.  

10.  Click on “SAVE FILES AND ADD MORE FILES” .  

11.  Repeat step 9 until all files in the box have been entered. 
12.  If you have no more boxes click on SAVE FILES.
13.  If you have an additional box to send click on “ SAVE BOX AND ADD FILES”

14.  After all boxes have been entered records are automatically stored in  “TEMPORARY ADD FILES”

15.  To double check the box entries- clinic on  ADDS/ SEND ADDS and double check the IRB numbers against what is in the log book. 

16.  When ready to have boxes picked up and sent to SBA click on  ADDS and then on “SEND ADDS”.  All boxes that have been entered into the SBA Database will appear. 

17.  Enter the Sender Information.  


USER:  choose user name from list of authorized system users

ADDRESS:  1 Morton Dr.  STE 400


DUE DATE:  enter date for which you are requesting files to be picked up You must enter the information 

Add any special instructions if necessary

18.  Click on “SEND ADDS”.  The information is then sent to SBA for pick up.  
To Retrieve a Box from SBA
General Information:  Always request the entire box, not one file out of the box.  It is less expensive to have them send the entire box than to have them pull a file from a box.  

1. Go to SBA website at www.infokeeper.com
2. Log on- see Administrative FAQ:  Storage of IRB-HSR Files Off Site for log on info
3.  First you will need to determine the Bar code # for the box you want.  

· To determine the Box Bar Code #- use information from the IRB-HSR SBA notebook found in the  IRB-HSR office # 10- in the top drawer of the stand alone 2 drawer file cabinet.  File is labeled “ Security Business Archives”.  

· Pages are in order by the month and year the file was closed.  ( You can find this info in IRB Online- closure date) .  

· Go to the month/ year the file was closed and locate the IRB # of the file you want.  The Box Bar code # will be at the top of the page.  

· Any file that was closed more than 3 years ago has probably been destroyed.  If the box has been destroyed the page in the notebook will have a big X over it.  

4..  Click on “REQUEST”
5.  “BOX DATA” page will appear 
6..  After “BOX BARCODE”  enter the Bar code # for the box you want.  
7.  Click on “SEARCH  (Detail)”.  
8.  At the bottom click on “SELECT ALL”  

9.  Click on “REQUEST”

10.  Verify the Address in the address field

11. Enter the Due Date - the date you want the boxes delivered.  Must enter by 3 PM for next day delivery.
12.  Click on “SEND REQUEST” 

To Review Files in a Box Stored at SBA

1. Follow steps 1-7 above under “To Retrieve a Box from SBA”
To Send a Box Back to SBA

1. Go to SBA website at www.infokeeper.com
2. Log on- see Administrative FAQ:  Storage of IRB-HSR Files Off Site for log on info
3.  First you will need to determine the the Bar code # for the box you want.  

· To determine the Box Bar Code #- use information from the IRB-HSR SBA notebook found in the  IRB-HSR office # 10- in the top drawer of the stand alone 2 drawer file cabinet.  File is labeled “ Security Business Archives”.  

· Pages are in order by the month and year the file was closed.  You can find this info in IRB Online- closure date.
· Go to the month/ year the file was closed and locate the IRB # of the file you want.  The Box Bar code # will be at the top of the page.  

· Any file that was closed more than 3 years ago has probably been destroyed.  If the box has been destroyed the page in the notebook will have a big X over it.  

4.  Click on “REFILES”

5.  “BOX DATA” will appear

6.  Enter the barcode # for the box you wish to send back to SBA’

7.  Click on “REFILE BOX” 

8.  SBA will arrive on date requested to pick up boxes. 

Appendix B:  Process for Destruction of IRB-HSR Files/ Documents

IMPORTANT:  Before official IRB-HSR documents can be destroyed a Certificate of Records Destruction must be on file with the UVa Records Management Office. 
Records Management Office Contact:  For name and email see Administrative FAQ: “Storage of IRB-HSR Files”




     Phone 434-243-9162





     Address:  PO Box 400898

Procedure:

1. From UVa Home page search for Records Management or enter URL:  http://www.virginia.edu/recordsmanagement/destruction.html
2. Under Certificates of Record Destruction click on “WORD DOCUMENT/PDF DOCUMENT”

3. Use the following information to complete the form:


1. AGENCY/LOCALITY:  University of Virginia

2. DIVISION/DEPARTMENT: Institutional Review Board for Health Sciences Research

3. PERSON COMPLETING FORM: Name of IRBHSR personnel completing form

4. ADDRESS:  One Morton Drive Suite 400 Charlottesville, Virginia 22903

5. TELEPHONE NUMBER: Phone # of person completing the form

6. RECORDS TO BE DESTROYED:  Use the information below to complete these sections

a. SCHEDULE AND RECORDS SERIES NUMBER:- always enter the following number:    111-101198
b. RECORDS SERIES TITLE:  IRB-HSR Study Protocols 

c. DATE RANGE:  Enter date range of files offsite to be destroyed (e.g. Jan’06-Jul’06)

d. LOCATION: Enter location of files to be destroyed (e.g. Security Business Archives/ IRB-HSR Office)

e. VOLUME:  Enter the number of boxes to be destroyed

f. DESTRUCTION METHOD: Shred

7. APPROVING OFFICIAL: Enter name of IRB-HSR Personnel completing form

8. DESIGNATED RECORDS OFFICER:  Insert name of Records Management Personnel – see Administrative FAQ
9. RECORDS DESTROYED BY:  Enter who destroyed files (e.g. SBA Personnel/ UVa Recycling Personnel)

4. Submit the completed form to Office of Records Management.  See contact info above. 

5. After the Office of Records Management approves the destruction the files and sends back the signed form to the IRB-HSR.  After this signed document is received the files may be destroyed.  Average turnaround time is 1-2 weeks. 
6. A copy of the Certificate of Records Destruction must be maintained in the IRB-HSR office in the SBA Folder.
7. After SBA has destroyed the files they will send a Destruction Notification Form.  This form must also be filed in the SBA folder in the IRB-HSR office.  
